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Data Protection Notice

Selection and Recruitment of Bluebook and Atypical Trainees

In accordance with Regulation (EU) 2018/1725 of 23 October 2018 on data protection
(hereinafter the Regulation)?, the European Climate, Infrastructure and Environment Executive
Agency (hereafter CINEA) collects your personal data only to the extent necessary to fulfil the
precise purpose related to its tasks.

1. The joint controllers? of the processing operation are:

The European Climate, Infrastructure and Environment Executive Agency (CINEA)
Chaussée de Wavre 910, 1049 Brussels

Unit CINEA.A4 — Communication, People & Workplace

Person responsible for the processing: Head of Unit A.4

Email: CINEA-HR-RECRUITMENT@ec.europa.eu

and

Directorate-General Human Resources and Security*— Unit HR.B.4: Traineeship,
Recruitment & Mobility - Traineeships Office

Person responsible for the processing: Head of Unit B.4

Email: EC-Traineeships-Office@ec.europa.eu

2. The purpose of the processing is to receive, evaluate, select, and recruit trainees in a
professional, equitable, transparent, and impartial manner, and to manage their
administrative and contractual arrangements. Personal data of applicants for a traineeship
are stored in the virtual Blue-Book (“VBB”) (Commission’s on-line tool)* accessible to the
Agency based on the Service Level Agreement with the European Commission.

3. The data subjects consist of all individuals applying for traineeships (Bluebook or atypical) at
CINEA.

! Regulation (EU) 2018/1725 of the European Parliament and of the Council of 23 October 2018 on the
protection of natural persons with regard to the processing of personal data by the Union institutions,
bodies, offices and agencies and on the free movement of such data, and repealing Regulation (EC) No
45/2001 and Decision No 1247/2002/EC (0OJ L295/39 of 21.11.2018).

2 As per below mentioned Service Level Agreement (Amendment 9, article 3.2), The Traineeships Office
acts as sole controller in relation to the management of applications via the VBB IT tool as well as the pre-
selections of candidates based on DG HR’s selection criteria.

3 Service Level Agreement signed between CINEA and DG HR on 19/12/2017 (Ares(2018)102092), amended
via the Amendment 9 on the Appendix Blue Book Trainees of 26/02/2025 (Ares(2025)963269).

4 The VBB is covered by a separate Record of the European Commission DPR-EC-01746.2 and the
corresponding privacy statement.
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4. The categories of personal data collected and used for the processing operations are:

For Bluebook Trainees:

Personal data of applicants for a traineeship are stored in the VBB and it is under the sole
responsibility of the European Commission’s Traineeship Office. Only candidates included
in the VBB can be recruited by the Agency. CINEA has access to the VBB to search for
suitable candidates. This database contains CVs submitted by candidates, including
personal data such as first and last name, date of birth, education, professional
experience, linguistic skills, private address, telephone number, and emergency contact
details. In the context of sick leave: 1. Medical certificate (it is important to note that this
certificate does not contain medical data in the strict sense) but the period of the
recommended medical leave 2. Days of sick leave.

For Atypical Trainees:

Curriculum Vitae (CV)

Motivation letter (stating reasons for applying and the requested period)

Passport or identity card (confirming surname, forenames, date and place of birth, and
nationality)

Degrees, diplomas, or a statement describing current professional activity

Proof of relevant professional experience

Diplomas or certificates confirming thorough knowledge of one official EU language and
good knowledge of another

Official document certifying enjoyment of full civic rights

Declaration on honour certifying no prior in-service traineeship exceeding six weeks
within a European institution or body

If recruited, proof of healthcare insurance coverage

For both categories of trainees, special categories of personal data ex Article 10 of Regulation
2018/1725 may also be processed, i.e.:

Information about disability might be requested in order to facilitate the access of the
trainee to the Agency premises and adapt the working space;

Final evaluation report following the traineeship period;

Medical certificates to justify the absence of the trainees are collected by the Human
Resources staff in charge of the trainees, and in particular by the traineeship coordinator
of the Agency during the period of traineeship.

Candidates may voluntarily provide additional personal data not required for selection or
recruitment, which will be disregarded by CINEA.

Where CINEA receives unsolicited applications from candidates applying outside the standard
recruitment procedure for Bluebook and Atypical Trainees, these candidates are informed to
apply through the established channels. Data received from such candidates are deleted.

5. The recipients of the data on a "need to know" basis are:

Authorised staff in charge of recruitment and administration of the CINEA Human
Resources Sector;

The authorised members of the recruiting service;

The Authority Empowered to Conclude Contracts of Employment (AHCC);

The authorised staff of the European Commission, where applicable (e.g. for the purposes
of the Blue Book application call);



e DG HR for the issuing of service cards and management of accesses to the building.’

In case of audits or proceedings, personal data may be provided to CINEA’s Internal
Controller, Data Protection Officer (DPO), Legal Affairs Sector, etc.

In addition, data may be disclosed to public authorities in accordance with Union and
Member State law such as the European Court of Justice or a national judge as well as the
lawyers and the agents of the parties in case of a legal procedure, Investigation and
Disciplinary Office of the European Commission (IDOC), the competent Appointing Authority
in case of a request or a complaint lodged under Articles 90 of the Staff Regulations,
European Anti-Fraud Office (OLAF), the Internal Audit Service of the Commission, the Court
of Auditors, the European Ombudsman, the European Data Protection Supervisor and the
European Public Prosecutor’s Office.

The transmission of data is limited to the information strictly necessary for the competent
entity to perform its duties and will be processed solely for the intended purpose. All
recipients are reminded of their obligation not to use the data for any purpose other than
that for which it was originally transmitted.

6. Data Subjects rights:

e You have the right at any time to access, rectify or erase ('right to be forgotten') your
personal data or to request for the restriction of its processing;

e You are also entitled to object to the processing of your personal data on grounds relating
to your particular situation at any time unless CINEA demonstrates compelling and
overriding legitimate grounds or in case of legal claims.

You can exercise your rights by sending an email with the requested change(s) to the controller
via the functional mailbox CINEA-HR-RECRUITMENT@ec.europa.eu.

When processing is based on your consent, you have the right to withdraw your consent at
any time, without affecting the lawfulness of the processing before such a withdrawal.

You can exercise your rights by sending an email with the requested change(s) to the controller
via the functional mailbox indicated here-above in Section 1.

In any cases your data will be modified or removed accordingly and as soon as practicable
(maximum within 15 working days).

When processing is based on your consent, you have the right to withdraw your consent at
any time, without affecting the lawfulness of the processing before such a withdrawal.

However, in line with Article 25 of the Regulation, the data controller may restrict the rights
of the data subjects based on the Decision of the Steering Committee (2020) 26 of 14/10/20
(OJEU L450n9.2.2021, p. 80), in cases where such restriction constitutes a measure necessary
to safeguard the protection of the data subjects or the rights and freedoms of other data
subjects, etc.

7. How does CINEA protect and safeguard your data?

> In line with the Service Level Agreement in place (Service Level Agreement between the services of the
European Commission and Innovation and Networks Executive Agency from 08/01/2018, Ares ref:
Ares(2018)102092) only the necessary information is transferred to services of the European
Commission.
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The selection of candidates for bluebook traineeship, is done via a secured database owned
by DG HR. Access to data is restricted to the coordinator in CINEA, Heads of unit, advisors
and the Director of the Agency on a need-to-know basis. The access to the database is
protected by a password and managed by the traineeship office. Personal data of pre-
selected candidates are stored in a virtual database (Gestmax platform) under the
responsibility of the Traineeship Office. This database is accessible to all services of the
Commission and to Executive Agencies and provides access to restricted information. Data
processing by the Agency concerns only the selection from the Gestmax. No personal files
are opened for trainees.

Relevant organisational and technical measures are taken by the Agency to ensure the
security of your personal data. Access to your data is restricted on an individual need to know
basis and through User-ID and password and can be accessed via the authentication system.
Your data resides on the servers of the European Commission (EC), which abide by strict
security measures implemented by DG DIGIT to protect the security and integrity of the
relevant electronic assets. CINEA is also bound by Commission Decision 2017/46 of 10/1/17
on the security of communications & information systems in the EC.

The processing of your data will not include automated decision-making.

Your personal data will not be transferred to third countries or international organisations.
To be noted that for this process no tracking tool will be used.

The legal bases of the processing are:

- Article 5(1)(a) of Regulation (EU) 2018/1725 because the processing is necessary for the
performance of a task carried out in the public interest or in the exercise of official authority
vested in the Union institution or body;

- Article 5(1)(d) of Regulation (EU) No 2018/1725 based on your explicit consent for non-
mandatory data.

For the purposes of Article 5(a) of Regulation (EU) 2018/1725:

e Council Regulation (EC) No 58/2003 of 19 December 2002 laying down the statute
for executive agencies to be entrusted with certain tasks in the management of
Community programmes;

e Commission Implementing Decision (EU) 2021/173 of 12 February 2021 establishing
the European Climate, Infrastructure and Environment Executive Agency, and
repealing Implementing Decisions 2013/801/EU;

e Commission Decision C(2021)947 of 12 February 2021 delegating powers to the
European Climate, Infrastructure and Environment Executive Agency with a view to
the performance of tasks linked to the implementation of Union programmes in the
field of transport and energy infrastructure; climate, energy and mobility research
and innovation; environment, nature and biodiversity; transition to low-carbon
technologies; and maritime and fisheries;

e Staff Regulations of officials and the Conditions of Employment of other servants of
the European Union [Title I, Title Il (Chapters 1 and 2)];

e Conditions of Employment of Other Servants of the European Union (CEQS) [Title I,
Title Il (Chapters 1 and 3), Title IV (Chapters 1, 3, 4 and 5)];

e Service Level Agreement (SLA) between INEA and DG HR of 19/12/2017
(Ares(2018)102092) amended via the Amendment 9 on the Appendix Blue Book
Trainees of 26/02/2025 (Ares(2025)963269) with effect as of 1 March 2025.



9. The time limits for keeping the data:

CINEA applies the principles and retention periods indicated in the 2022 Common Retention
List of the Commission® by analogy.

File on atypical trainees

For non-recruited candidates the personal data will be stored for a maximum period of two
years. Documents related to recruited candidates are kept in the trainee’s personal file,
which are kept for two years after the end of the traineeship at the Agency, provided there
are no pending claims or any other open issues.

Personal files of recruited blue book trainees

The Agency does not keep any personal data concerning the bluebook trainees after the end
of their traineeship. The Agency stores limited personal data of trainees for the duration of
their traineeship (CVs, list with names, the photo for My IntraComm (including the consent)
and contact details).

All personal data of Blue Book trainees (including certificates and evaluation reports) are
collected and processed by the Traineeships Office of the European Commission (traineeship
scheme). Personal data of trainees are also kept in Sysper (European Corporate tool).

For further information regarding the retention period applied to the different categories of
data consult the European commission privacy statement: Legal base - European
Commission.

The photos of the trainees may be published on the IntraComm as news items. The news
published are kept and archived as part of the European Commission history. Spontaneous
applications are not kept by CINEA and are immediately deleted.

10. Contact information

In case you have any questions about the collection/processing of your personal data, you
may contact the data controller who is responsible for this processing activity by using the
email address mentioned here above in Section 1.

You may contact at any time the Data Protection Officer of the Agency (CINEA-
DPO@ec.europa.eu). You have the right to have recourse at any time to the European Data
Protection Supervisor (edps@edps.europa.eu).

6 Common Commission-Level Retention List For European Commission Files - SEC(2022)400 -
Ares(2022)8801492 - 19/12/2022.

Electronically signed on 08/07/2025 17:58 (UTC+02) in accordance with Article 11 of Commission Decision (EV) 2021/2121
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